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CROSS-REFERENCE TO RELATED APPLICATIONS 

The present invention is a continuation-in-part of United 
States Patent Application Serial No. [Docket No. 2003 . 08 . 005 . BN0] , 
filed on March 5, 2004. Application Serial No. [Docket No. 
2003 . 08 . 005 . BN0] is assigned to the assignee of the present 
application. The subject matter disclosed in Patent Application 
Serial No. [Docket No. 2003 . 08 . 005 . BN0] is hereby incorporated by 
reference into the present disclosure as if fully set forth herein. 
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TECHNICAL FIELD OF THE INVENTION 
[001] The invention relates to massively parallel routers and, 
more specifically, to an apparatus and method for forwarding mixed 
data packet types (e.g., IPv4, IPv6) at high-speed line rates in a 
massively parallel, distributed architecture router. 



BACKGROUND OF THE INVENTION 

[002] There has been explosive growth in Internet traffic due 
to the increased number of Internet users, various service demands 
from those users, the implementation of new services, such as 
voice-over- IP (VoIP) or streaming applications, and the development 
of mobile Internet. Conventional routers, which act as relaying 
nodes connected to sub-networks or other routers, have accomplished 
their roles well, in situations in which the time required to 
process packets, determine their destinations, and forward the 
packets to the destinations is usually smaller than the 
transmission time on network paths. More recently, however, the 
packet transmission capabilities of high-bandwidth network paths 
and the increases in Internet traffic have combined to outpace the 
processing capacities of conventional routers. 

[003] This has led to the development of a new generation of 
massively parallel, distributed architecture routers. A 
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distributed architecture router typically comprises a large number 
of routing nodes that are coupled to each other via a plurality of 
switch fabric modules and an optional crossbar switch. Each 
routing node has its own routing (or forwarding) table for 
forwarding data packets via other routing nodes to a destination 
address . 

[004] When a data packet arrives in a conventional routing 
node, a forwarding engine in the routing node uses forwarding 
tables to determine the destination of the data packet. A 
conventional Internet Protocol (IP) router uses a dedicated 
forwarding table for each type of traffic, such as Internet 
Protocol version 4 (IPv4) , Internet Protocol version 6 (IPv6) and 
MPLS. 

[005] However, conventional routing tables have severe 
limitations. Using separate forwarding engines and forwarding 
processes with independent forwarding tables for each packet type 
is inefficient in terms of computing resources and memory 
utilization. It is desirable to eliminate separate lookup tables 
for each type of traffic, so that a single lookup (i.e., 
forwarding) table may forward mixed data packet types. Moreover, 
conventional routing tables are best suited for relatively lower 
speed routers (i.e., 100 Mbps or less) and for relatively small 
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address sizes (i.e., 32 bits or less). It also is desirable to 
allow packet forwarding based on class of service (CoS) and/or 
higher layer protocols. 

[006] Performing an IPv6 forwarding table lookup at high-speed 
line rates (e.g., 10 Gbps) is a challenge because of the large 
address range (128 -bit addresses) . There currently is not a 
practical method for doing IPv6 lookups at line speed for high- 
speed interfaces (e.g., 10 Gbps routers). Current proposals use 
TCAM memory devices to increase lookup speed, but doing the entire 
search in TCAM is not practical due to the expense and high power 
consumption of TCAM devices. Also, hashing and state of the art 
searching techniques are not adequate because it is necessary 1) to 
keep tables within a reasonable size limit for cost and performance 
considerations and 2) to keep the number of lookup stages low 
enough that memory access time does not prevent the lookup speeds 
from keeping up with line speeds. 

[007] The assignee of the present application has submitted 
three related patent applications directed to solving some of these 
problems. These three applications are: 1) U.S. Patent Application 
Serial No. 10/431,770, entitled "Apparatus and Method for Combining 
Forwarding Tables in a Distributed Architecture Router, " filed on 
May 8, 2003; 2) U.S. Patent Application Serial No. 10/665,192, 
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entitled "Apparatus and Method for Classifying Traffic in a 
Distributed Architecture Router," filed on September 4, 2003; and 
3) U.S. Patent Application Serial No. 10/658,977, entitled 
"Apparatus and Method for Performing High-Speed Lookups in a 
Routing Table," filed on September 10, 2003. U.S. Patent 
Application Serial Nos . 10/431,770, 10/665,192 and 10/658,977 are 
hereby incorporated by reference into the present application. 

[008] Each of these solves some of the problems of large 
forwarding table indices and large numbers of routes. U.S. Patent 
Application Serial Nos. 10/431,770 and 10/665,192 are suitable for 
use in 1 Gbps routers and provide an adequate solution for line 
rates up to 1 Gbps. U.S. Patent Application Serial No. 10/658,977 
provides a solution for line rates up to 10 Gbps. The present 
application expands upon the ideas in U.S. Patent Application 
Serial Nos. 10/431,770, 10/665,192 and 10/658,977. 

[009] U.S. Patent Application Serial No. 10/431,770 solved the 
problems of dealing with three large tables and of the complexity 
of dealing with three separate forwarding tables for IPv4, IPv6, 
and Multiprotocol Label Switching (MPLS) by folding these into a 
single forwarding table. U.S. Patent Application Serial No. 
10/431,770 disclosed the use of address space sharing between IPv4 
and MPLS and the tunneling of IPv6 data packets. A classification 
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engine based on state graph technology was used to compress the 
IPv6 address into the address to be tunneled and a CAM was used to 
speed the lookup. The approach disclosed in U.S. Patent 
Application Serial No. 10/431,770 differs from traditional uses of 
CAMs in that the classification engine allowed the fields in the 
lookup index to vary on a packet-by-packet basis determined by 
packet contents, instead of using fixed bit fields. However, the 
method disclosed in U.S. Patent Application Serial No. 10/431,770 
is less suitable for use in a 10 Gbps router, because 
classification engines are not available that operate at the 10 
Gbps line rate. 

[010] U.S. Patent Application Serial No. 10/665,192 extended 
the use of the classification engine to add new functionality to 
routers. U.S. Patent Application Serial No. 10/665,192 disclosed 
the modification of the data packet in the forwarding process, 
thereby enabling the new functionality. The new functionality 
included: 1) providing security in the form of user anonymity by 
translating Layer 2 and Layer 3 addresses in the classification 
engine; 2) providing support for Network Address Translation 
(leading to configuration independence) ; and 3) enabling forwarding 
based on Layer 2 through Layer 7 information, instead of Layer 3 
forwarding only. U.S. Patent Application Serial No. 10/665,192 
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also provided support for content-based billing, firewall 
functionality, and data surveillance capabilities at the router 
core instead of at a host computer. 

[011] U.S. Patent Application Serial No. 10/658,977 disclosed a 
new apparatus and method for forwarding IPv6 data packets at high- 
speed line rates (e.g., 10 Gbps) . U.S. Patent Application Serial 
No. 10/658,977 abandoned the use of classification engines because 
conventional classification engines cannot operate at 10 Gbps. 
U.S. Patent Application Serial No. 10/658,977 expanded on the prior 
art by compacting the search tables to fit within practical SRAM 
sizes while allowing the final lookup stage to use DRAM, by 
combining the compacted search tables with pipelined hardware 
lookup support, and by including an initial CAM-based hashing 
technique into multiple trie trees to narrow the lookup width in 
the trie search. 

[012] However, the apparatus and method disclosed in U.S. 
Patent Application Serial No. 10/658,977 are suitable for 
homogeneous packet types where the important fields do not change 
from packet to packet, but are less suitable for mixed data packet 
types, where the important fields change from packet to packet. 
The nature of the pipelining is such that each stage of the 
pipeline acts upon every packet. If a packet does not need the 
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processing of a pipeline stage, then the resources of that pipeline 
stage are idle when the packet traverses that stage. 

[013] Therefore, there is a need in the art for an improved 
router that does not suffer from the above-described problems 
associated with the prior art. In particular, there is a need for 
a distributed router that is capable of forwarding mixed types of 
data packets at high-speed lines rates, such as 1 gigabits per 
second (Gbps) and higher. More particularly, there is a need for a 
distributed router that forwards mixed data packets at high line 
rates without using large amounts of content addressable memory 
(CAM) . Still more particularly, there is a need for a distributed 
router that forwards mixed data packets at high line rates without 
using classification engines. 



DOCUMENT: SAMS01-00347 



- 8 - 



1 

DOCKET NO. 2004. 03. 001. BNO PATENT 

SUMMARY OF THE INVENTION 
[014] To address the above -discussed deficiencies of the prior 
art, it is a primary object of the present invention to provide, 
for use in a router, a routing table search circuit for determining 
a first destination address for a first received data packet. 
According to an advantageous embodiment of the present invention, 
the routing table search circuit comprises: i) a forwarding table 
comprising a plurality of forwarding table entries, each of the 
forwarding table entries comprising a destination address; ii) a 
trie tree search table for translating an address portion of an 
address associated with the first received data packet into a 
destination pointer for accessing the first destination address in 
the forwarding table, wherein a first stage of the trie tree search 
table is searched using a received address pointer retrieved from a 
previous stage of the trie tree search table and a first m-bit 
symbol comprising m bits of the address portion; iii) at least one 
consecutive symbols table associated with the first stage of the 
trie tree search table; and iv) a control circuit capable of 
determining that a second m-bit symbol immediately following the 
first m-bit symbol is the same as the first m-bit symbol, wherein 
the control circuit, in response to the determination, determines a 
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total number of consecutive identical m-bit symbols beginning with 
the first m-bit symbol. 

[015] According to one embodiment of the present invention, the 
control circuit retrieves from the at least one consecutive symbols 
table a first address pointer determined by the total number of 
consecutive m-bit symbols. 

[016] According to another embodiment of the present invention, 
the first address pointer comprises the destination pointer. 

[017] According to still another embodiment of the present 
invention, the first address pointer is used to search a subsequent 
stage of the trie tree search table. 

[018] According to a further embodiment of the present 
invention, the at least one consecutive symbols table comprises a 
plurality of consecutive symbols tables and the control circuit 
uses a value of the first m-bit symbol to select a first one of the 
plurality of consecutive symbols tables. 

[019] According to a still further embodiment of the present 
invention, the routing table search circuit further comprises an 
intermediate table for storing a plurality of consecutive symbols 
tables pointers, each of the consecutive symbols tables pointers 
associated with one of the plurality of consecutive symbols tables. 
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[020] According to a yet further embodiment of the present 
invention, the control circuit uses the value of the first m-bit 
symbol to retrieve a first one of the consecutive symbols tables 
pointers from the intermediate table. 

[021] According to another embodiment of the present invention, 
the control circuit uses the retrieved first consecutive symbols 
tables pointer to select the first consecutive symbols table. 

[022] Before undertaking the DETAILED DESCRIPTION OF THE 
INVENTION below, it may be advantageous to set forth definitions of 
certain words and phrases used throughout this patent document: 
the terms "include" and "comprise," as well as derivatives thereof, 
mean inclusion without limitation; the term "or," is inclusive, 
meaning and/or; the phrases "associated with" and "associated 
therewith," as well as derivatives thereof, may mean to include, be 
included within, interconnect with, contain, be contained within, 
connect to or with, couple to or with, be communicable with, 
cooperate with, interleave, juxtapose, be proximate to, be bound to 
or with, have, have a property of, or the like; and the term 
"controller" means any device, system or part thereof that controls 
at least one operation, such a device may be implemented in 
hardware, firmware or software, or some combination of at least two 
of the same. It should be noted that the functionality associated 
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with any particular controller may be centralized or distributed, 
whether locally or remotely. Definitions for certain words and 
phrases are provided throughout this patent document, those of 
ordinary skill in the art should understand that in many, if not 
most instances, such definitions apply to prior, as well as future 
uses of such defined words and phrases. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[023] For a more complete understanding of the present 
invention and its advantages, reference is now made to the 
following description taken in conjunction with the accompanying 
drawings, in which like reference numerals represent like parts: 

[024] FIGURE 1 illustrates a distributed architecture router 
that forwards mixed data packet types at high-speed line rates 
according to the principles of the present invention; 

[025] FIGURE 2 illustrates selected portions of a routing table 
search circuit in greater detail according to an exemplary 
embodiment of the present invention; 

[026] FIGURE 3 is a flow diagram illustrating the operation of 
a routing table search circuit according to the principles of the 
present invention; 

[027] FIGURE 4 illustrates selected portions of a routing table 
search circuit, including consecutive symbols tables, in greater 
detail according to an exemplary embodiment of the present 
invention; and 

[028] FIGURE 5 is a flow diagram illustrating the operation of 
a routing table search circuit, including consecutive symbols 
tables, according to the principles of the present invention. 
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DETAILED DESCRIPTION OF THE INVENTION 
[029] FIGURES 1 through 5, discussed below, and the various 
embodiments used to describe the principles of the present 
invention in this patent document are by way of illustration only 
and should not be construed in any way to limit the scope of the 
invention. Those skilled in the art will understand that the 
principles of the present invention may be implemented in any 
suitably arranged distributed packet switch or router. 

[030] FIGURE 1 illustrates exemplary distributed architecture 
switch (or router) 100 (hereafter, simply "router 100"), which 
forwards mixed data packet types (e.g., IPv4, IPv6) at high-speed 
line rates (e.g., 10 gigabits per second) according to the 
principles of the present invention. According to the exemplary 
embodiment, router 100 comprises N rack-mounted shelves, including 
exemplary shelves 110, 120, and 130, that are coupled via crossbar 
switch 150. In an advantageous embodiment, crossbar switch 150 is 
a 10 Gigabit Ethernet (10 GbE) crossbar operating at 10 gigabits 
per second (Gbps) per port. 

[031] Each of exemplary shelves 110, 120 and 130 may comprise 
route processing modules (RPMs) or Layer 2 (L2) modules, or a 
combination of route processing modules and L2 modules. Route 
processing modules forward data packets using primarily Layer 3 
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information (e.g., Internet protocol (IP) addresses). L2 modules 
forward data packets using primarily Layer 2 information (e.g., 
medium access control (MAC) addresses) . In the exemplary 
embodiment shown in FIGURE 1, only shelf 13 0 is shown to contain 
both route processing (L3) modules and L2 modules. However, this 
is only for the purpose of simplicity in illustrating router 100. 
Generally, it should be understood that many, if not all, of the N 
shelves in router 100 will comprise both RPMs and L2 modules. 

[032] Exemplary shelf 110 comprises a pair of redundant switch 
modules, namely primary switch module (SWM) 114 and secondary 
switch module (SWM) 116, a plurality of route processing modules 
112, including exemplary route processing module (RPM) 112a, RPM 
112b, and RPM 112c, and a plurality of physical media device (PMD) 
modules 111, including exemplary PMD modules 111a, 111b, 111c, 
llld, llle, and lllf . Each PMD module 111 transmits and receives 
data packets via a plurality of data lines connected to each PMD 
module 111. 

[033] Similarly, shelf 12 0 comprises a pair of redundant switch 
modules, namely primary SWM 124 and secondary SWM 12 6, a plurality 
of route processing modules 122, including RPM 122a, RPM 122b, and 
RPM 122c, and a plurality of physical media device (PMD) modules 
121, including PMD modules 121a-121f. Each PMD module 121 
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transmits and receives data packets via a plurality of data lines 
connected to each PMD module 121. 

[034] Additionally, shelf 13 0 comprises redundant switch 
modules, namely primary SWM 134 and secondary SWM 13 6, route 
processing module 132a, a plurality of physical media device (PMD) 
modules 131, including PMD modules 131a and 131b, and a plurality 
of Layer 2 (L2) modules 139, including L2 module 13 9a and L2 module 
13 9b. Each PMD module 131 transmits and receives data packets via 
a plurality of data lines connected to each PMD module 131. Each 
L2 module 13 9 transmits and receives data packets via a plurality 
of data lines connected to each L2 module 139. 

[035] Router 100 provides scalability and high-performance 
using up to M independent routing nodes (RN) . A routing node 
comprises, for example, a route processing module (RPM) and at 
least one physical medium device (PMD) module. A routing node may 
also comprise an L2 module (L2M) . Each route processing module or 
L2 module buffers incoming Ethernet frames, Internet protocol (IP) 
packets and MPLS frames from subnets or adjacent routers. 
Additionally, each RPM or L2M classifies requested services, looks 
up destination addresses from frame headers or data fields, and 
forwards frames to the outbound RPM or L2M. Moreover, each RPM (or 
L2M) also maintains an internal routing table determined from 
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routing protocol messages, learned routes and provisioned static 
routes and computes the optimal data paths from the routing table. 

Each RPM processes an incoming frame from one of its PMD modules. 

According to an advantageous embodiment, each PMD module 
encapsulates an incoming frame (or cell) from an IP network (or ATM 
switch) for processing in a route processing module and performs 
framing and bus conversion functions. 

[036] Incoming data packets may be forwarded within router 100 
in a number of different ways, depending on whether the source and 
destination ports are associated with the same or different PMD 
modules, the same or different route processing modules, and the 
same or different switch modules. Since each RPM or L2M is coupled 
to two redundant switch modules, the redundant switch modules are 
regarded as the same switch module. Thus, the term "different 
switch modules" refers to distinct switch modules located in 
different ones of shelves 110, 120 and 130. 

[037] In a first type of data flow, an incoming data packet may 
be received on a source port on PMD module 121f and be directed to 
a destination port on PMD module 131a. In this first case, the 
source and destination ports are associated with different route 
processing modules (i.e., RPM 122c and RPM 132a) and different 
switch modules (i.e., SWM 126 and SWM 134) . The data packet must 
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be forwarded from PMD module 121f all the way through crossbar 
switch 150 in order to reach the destination port on PMD module 
131a. 

[038] In a second type of data flow, an incoming data packet 
may be received on a source port on PMD module 121a and be directed 
to a destination port on PMD module 121c. In this second case, the 
source and destination ports are associated with different route 
processing modules (i.e., RPM 122a and RPM 122b), but the same 
switch module (i.e., SWM 124) . The data packet does not need to be 
forwarded to crossbar switch 150, but still must pass through SWM 
124. 

[039] In a third type of data flow, an incoming data packet may 
be received on a source port on PMD module 111c and be directed to 
a destination port on PMD module llld. In this third case, the 
source and destination ports are associated with different PMD 
modules, but the same route processing module (i.e., RPM 112b). 
The data packet must be forwarded to RPM 112b, but does not need to 
be forwarded to crossbar switch 150 or to switch modules 114 and 
116. 

[040] Finally, in a fourth type of data flow, an incoming data 
packet may be received on a source port on PMD module 111a and be 
directed to a destination port on PMD module 111a. In this fourth 
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case, the source and destination ports are associated with the same 
PMD module and the same route processing module (i.e., RPM 112a) . 
The data packet still must be forwarded to RPM 112a, but does not 
need to be forwarded to crossbar switch 150 or to switch modules 
114 and 116. 

[041] According to the principles of the present invention, the 
route processing modules and the L2 modules in router 100 use 
forwarding tables (or routing tables) to forward incoming data 
packets towards their destinations. The present invention 
accomplishes this by means of a multi-stage routing table that 
combines a first stage content addressable memory (CAM) and 
pipelined stages of trie tree lookup tables to forward mixed packet 
types at high-speed line rates. 

[042] FIGURE 2 illustrates selected portions of routing table 
search circuit 200 in greater detail according to an exemplary 
embodiment of the present invention. A routing table search 
circuit similar to routing table search circuit 200 is associated 
with each of the route processing modules in the N shelves of 
router 100. Routing table search circuit 200 comprises content 
addressable memory (CAM) 250, pipelined trie tree lookup tables 
260, and forwarding tables 270. 
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[043] Pipelined trie tree lookup tables 260 comprise IPv4 trie 
tree lookup tables 261, IPv6 trie tree lookup tables 262, and 
consecutive symbols tables 264. Lookup tables 261 and 262 and 
consecutive symbols tables 264 represent logical tables, rather 
than distinct hardware devices. In reality, IPv4 trie tree lookup 
tables 261, IPv6 trie tree lookup tables 262, and consecutive 
symbols tables 264 may be part of the same memory structure. 

[044] In a similar manner, forwarding tables 270 comprise IPv4 
forwarding table 271, IPv6 forwarding table 272, and MPLS 
forwarding table 273. IPv4 forwarding table 271, IPv6 forwarding 
table 272, and MPLS forwarding table 273 represent logical tables, 
rather than distinct hardware devices. In reality, IPv4 forwarding 
table 271, IPv6 forwarding table 272, and MPLS forwarding table 273 
are distinct groups of table entries in forwarding tables 270. 

[045] According to an advantageous embodiment of the present 
invention, pipelined trie tree lookup tables 260 and forwarding 
tables 270 may be implemented in a mult i- threaded, parallel 
processing architecture. Alternatively, the trie tree lookup 
process may be implemented in the same manner as the trie-based 
pipelined routing table disclosed in U.S. Patent Application Serial 
No. 10/658,977. Thus, in an exemplary embodiment, pipelined trie 
tree lookup tables 260 comprise a series of pipelined SRAM stages 
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that output address pointers to subsequent SRAM stages and to 
forwarding tables 270. The inputs to each SRAM stage are, for 
example, 4 bits of the data packet address and an address pointer 
from a previous SRAM stage. 

[046] Also, in the exemplary embodiment, forwarding tables 270 
comprise DRAM devices containing a plurality of route table 
entries. The route table entries are indexed by the address 
pointers output from pipelined trie tree lookup tables 260. Each 
route table entry may comprise, for example an Output port, a 
Destination MAC address, a Destination IP address, an IP mask, the 
Next Hop Gateway, and the like. 

[047] The present invention performs a space-folding algorithm 
that uses CAM 250 to find either 1) a routing table entry in 
forwarding table 270, or 2) a starting point in IPv4 trie tree 
lookup tables 261 or in IPv6 trie tree lookup tables 262. Trie 
tree lookup tables 261 and 262 then complete the search. 

[048] The different protocol types (IPv4, IPv6, MPLS) have 
different length routing addresses. An IPv4 address is 32 bits 
long, an IPv6 address is 12 8 bits long, and an MPLS address is 2 0 
bits long. The first step in the address resolution process is to 
build a search key from the address bits and other information in 
the data packet header to use as the CAM lookup index. The index 
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may be any size. However, in an exemplary embodiment of the 
present invention, a 24 -bit search key is used. 

[049] The search key is composed of fields that separate the 
address space by packet type and Class of Service (CoS) and of 
address fields that contain part or all of the routing address. 
According to an exemplary embodiment, the first nibble (i.e., 4 
bits) of the key is a Packet Type field that indicates the type of 
address resolution to perform (i.e., IPv4, IPv6, or MPLS) . By way 
of example, it is assumed that the Packet Type field for MPLS is 
set to 8 (1000 binary) , the Packet Type field for IPv4 is set to 4 
(0100 binary) , and the Packet Type field for IPv6 is set to 6 (0110 
binary) . 

[050] FIGURE 2 illustrates exemplary IPv4 search key 210, 
exemplary IPv6 search key 220, and exemplary MPLS search key 230. 
Each of search keys 210, 220 and 230 comprises 24 bits. IPv4 
search key 210 comprises Packet Type field 211 (4 bits) , Class of 
Service (CoS) field 212 (4 bits) , and address field 213 (16 bits) . 

IPv6 search key 220 comprises Packet Type field 221 (4 bits) , 
Class of Service (CoS) field 222 (4 bits) , and address field 223 
(16 bits) . MPLS search key 230 comprises Packet Type field 231 (4 
bits) and address field 233 (20 bits) . 
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[051] For an MPLS data packet, address field 233 immediately 
follows Packet Type field 231 and contains the entire 20-bit MPLS 
tag. For IPv4 and IPv6, the first 2 bytes (16 bits) of the routing 
address are used as the lower 16 bits of the search key. This 
leaves 4 bits. These remaining 4 bits (i.e., CoS fields 212 and 
222) are available for other purposes. In an advantageous 
embodiment of the present invention, these four bits are used for 
routing IPv4 and IPv6 packets based on Class of Service (CoS) . If 
CoS based routing is not desired, CoS fields 212 and 222 may be set 
to a default value (e.g., 0000). 

[052] As noted above, the 24 -bit search keys 210, 220 and 230 
are used for an initial (i.e., first stage) lookup operation in CAM 
250. This lookup could be done as a normal table lookup, but CAM 
250 is used to improve efficiency. For IPv4 and IPv6 data packets, 
the result of the initial lookup (i.e., the output of CAM 250) 
gives the starting point for a search of trie tree lookup tables 
260 that uses the rest of the IPv4 or IPv6 address bits to find the 
correct entry in forwarding tables 270. 

[053] For MPLS data packets, all of the address bits are used 
to search in CAM 250, so the result of the initial search directly 
gives the correct entry in forwarding tables 270. However, in an 
alternate embodiment, where less than all of the MPLS address bits 
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are used to search CAM 250, the output of CAM 250 plus the 
remaining MPLS address bits may be used to search trie tree lookup 
tables 260 to find the correct entry in forwarding tables 270. 

[054] The address resolution value may be found by direct index 
referenced into an array of 2 24 (16,777,216) address resolution 
references, instead of through the CAM lookup. If the address 
points into a 32 bit address space, then the direct reference array 
would require 2 26 (67, 108, 864) bytes of memory. This is a large 
amount of memory, especially considering that the memory is 
expensive, high-speed memory with severe board layout constraints. 

[055] The initial address resolution table also must be able to 
distinguish between valid address resolution values and those 
entries that do not indicate a valid search key. Normally, a 
special value either null (zeros) or -1 (all bits set) in the 
corresponding address resolution table is used to indicate an 
irresolvable address reference (i.e., "No Match"). Using CAM 250 
in the initial search stage significantly reduces the memory 
requirements from the direct reference approach. In addition, CAM 
250 has the ability to indicate an irresolvable entry without the 
need to initialize each element. This simplifies and speeds up 
system initialization. 



DOCUMENT: SAMS01-00347 



- 24 - 



DOCKET NO, 2004. 03. 001. BNO PATENT 

[056] As will be explained below in greater detail, search trie 
tree lookup tables 260 are searched using the output of CAM 250 and 
the remaining bits the IPv4, IPv6, or MPLS address. The remaining 
bits of the IPv4, IPv6, or MPLS address are used m bits at a time 
in each trie tree stage in lookup tables 260. In an advantageous 
embodiment, m=4, so that 4 -bit symbols are consumed in each trie 
tree stage. For example, a microengine in a route processing 
module (RPM) uses the address pointer from CAM 250 and the first 4- 
bit symbol from the remaining 112 bits of an IPv6 address to 
retrieve a result from the first trie tree stage of IPv6 trie tree 
lookup tables 262. The retrieved result is either an entry in 
forwarding tables 270 (i.e., a leaf) or an address pointer into the 
second stage of IPv6 trie tree lookup tables 262 (i.e., a branch) . 

[057] If the result is an address pointer into the second trie 
tree stage, the microengine uses the address pointer and the second 
4 -bit symbol from the remaining 112 bits of the IPv6 address to 
retrieve a result from the second trie tree stage of IPv6 trie tree 
lookup tables 262. The second retrieved result is either an entry 
in forwarding tables 270 (i.e., a leaf) or an address pointer into 
the third stage of IPv6 trie tree lookup tables 262 (i.e., a 
branch) . In a worst-case scenario, the microengine may repeat this 
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process until all 112 remaining IPv6 address bits (28 symbols) are 
consumed. 

[058] According to an advantageous embodiment of the present 
invention, consecutive symbols tables 264 may be implemented in 
order to increase the search speed of lookup tables 261 and 262. 
Frequently, a long address, such as an IPv6 address, may contain a 
sequence of repeating bit patterns (or symbols) . By way of 
example, an IPv6 address may contain a large number of consecutive 
binary 0 values or consecutive binary 1 values. These repeating 
bit patterns (or consecutive symbols) may be detected and skipped 
in order to increase the search speeds of lookup tables 261 and 
262 . 

[059] Consider an example in which address bits are grouped 
into 4 -bit symbols represented by hexadecimal values. It is noted 
that 4 -bit symbols are used by way of example only. Symbol sizes 
greater than 4 bits and less than 4 bits may also be used. After 
CAM 250 consumes the first 16 bits of an IPv6 address, the 
remaining 112 bits (28 symbols) of the IPv6 address may contain the 
sequence [. . . F5C2222256A. . .4D34] . The five consecutive hexadecimal 
2 values represent five consecutive occurrences of the 4 -bit symbol 
0010 . 
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[060] According to the principles of the present invention, 
each microengine in the network data processors of the route 
processing modules (RPMs) of router 100 is able to detect 
consecutive symbols in the IPv4, IPv6 and/or MPLS addresses that 
are applied to trie tree lookup tables 260. At the trie tree stage 
where the consecutive symbols begin, the microengine breaks out of 
the trie tree lookup operation and retrieves from consecutive 
symbols tables 2 64 a result corresponding to the number of 
consecutive symbols that occurred. Assuming a valid address, the 
retrieved result from consecutive symbols tables 264 is either 1) a 
routing table entry in forwarding table 2 70; or 2) an address 
pointer indexing into another stage in lookup tables 261 or lookup 
tables 262. 

[061] According to an exemplary embodiment of the present 
invention, at least one consecutive symbols table may be associated 
with each stage of trie tree lookup tables 260. By way of example, 
a first Consecutive 0 Symbols table may be associated with the 
first stage of IPv6 trie tree lookup tables 262. The first 
Consecutive 0 Symbols table is searched whenever a string of 
consecutive 4 -bit symbols equal to [0000] is detected that begins 
with the 4 -bit symbol used to search the first stage of IPv6 trie 
tree lookup tables 262. 
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[062] The first Consecutive 0 Symbols table contains a result 
(i.e., FT 270 entry or address pointer) that corresponds to the 
number of consecutive symbols detected. Thus, the first result in 
the first Consecutive 0 Symbols table corresponds to two 
consecutive 0 symbols (0 and 1 consecutive symbols do not exist in 
the consecutive symbols table) , the second result in the first 
Consecutive 0 Symbols table corresponds to three consecutive 0 
symbols, the third result in the first Consecutive 0 Symbols table 
corresponds to four consecutive 0 symbols, and so forth. 

[063] Similarly, a second Consecutive 0 Symbols table may be 
associated with the second stage of IPv6 trie tree lookup tables 
262. The second Consecutive 0 Symbols table is searched whenever a 
string of consecutive 4-bit symbols equal to [0000] is detected 
that begins with the 4 -bit symbol used to search the second stage 
of IPv6 trie tree lookup tables 262. 

[064] The second Consecutive 0 Symbols table contains a result 
(i.e., FT 270 entry or address pointer) that corresponds to the 
number of consecutive symbols detected. Thus, the first result in 
the second Consecutive 0 Symbols table corresponds to two 
consecutive 0 symbols (0 and 1 consecutive symbols do not exist) , 
the second result in the second Consecutive 0 Symbols table 
corresponds to three consecutive 0 symbols, the third result in the 
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second Consecutive 0 Symbols table corresponds to four consecutive 
0 symbols, and so forth. 

[065] Accordingly, similar Consecutive 0 Symbols tables may be 
associated with each stage in IPv6 trie tree lookup tables 262 and 
with each stage in IPv4 trie tree lookup tables 261. However, it 
may desirable to detect consecutive symbols other than consecutive 
0 symbols. Thus, each stage of IPv6 trie tree lookup tables 262 
and each stage of IPv4 trie tree lookup tables 261 may be 
associated with tables of consecutive 1 symbols, consecutive 2 
symbols, consecutive 3 symbols, and so forth. 

[066] By way of example, when 4 -bit symbols are used to search 
lookup tables 260, there are sixteen possible hexadecimal symbols 
(i.e., 0,1,2, C, D, E, F) . Thus, each trie tree stage is associated 
with 16 consecutive symbols tables. If 5-bit symbols (m=5) are 
used, each trie tree stage is associated with 32 consecutive 
symbols tables. If 3 -bit symbols (m=3) are used, each trie tree 
stage is associated with 8 consecutive symbols tables. 

[067] It is not required that consecutive symbols tables be 
used in lookup tables 260. In FIGURE 3, it is assumed that 
consecutive symbols tables are not implemented. 

[068] FIGURE 3 depicts flow diagram 300, which illustrates the 
operation of routing table search circuit 2 00 according to the 
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principles of the present invention. Initially, the 24 -bit search 
key is used to perform the first stage lookup in CAM 250 (process 
step 305) . For an invalid address, no match is found in CAM 250 
and the search ends (process steps 310 and 315) . 

[069] For a valid MPLS address, or an IPv4 or IPv6 subnet whose 
length is less than or equal to sixteen, the output of CAM 250 is 
an address pointer that indexes directly into a table entry in MPLS 
forwarding table 273, IPv4 forwarding table 271, or IPv6 forwarding 
table 272 in forwarding tables 270 (process steps 320 and 325) . 
Otherwise, the output of CAM 2 50 is an address pointer pointing to 
the first stage (N=l) of trie tree lookup tables 260 (process steps 
320 and 330) . The width of the CAM result must be at least as wide 
as the width of the address of the table space and for efficiency 
typically will be the same as the table address width. Each unique 
CAM result points to a different tree structure in trie tree lookup 
tables 260. 

[070] The output of CAM 250 and the first 4 -bit symbol are 
added to form an index into the first stage of trie tree lookup 
tables 260 and the entry is read (process steps 335 and 350) . If 
the entry read in process step 350 is for an invalid address, no 
match is found in the first stage of trie tree lookup tables 260 
and the search ends (process steps 355 and 360) . If the entry read 
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in process step 350 is a leaf associated with a valid IPv4 or IPv6 
address, then the output of the first stage of trie tree lookup 
tables 260 is an address pointer that indexes a table entry in 
either IPv4 forwarding table 271 or IPv6 forwarding table 272 in 
forwarding tables 270 (process steps 365 and 370) . 

[071] If the entry read in process step 350 points to a branch 
in trie tree lookup tables 260, then the output of the first stage 
of trie tree lookup tables 260 is an address pointer that indexes 
another lookup table in the second stage of trie tree tables 260. 
At this point, the search performed in the first stage is repeated 
in the second stage and each subsequent stage until the last 4 -bit 
symbol of the address is consumed (process steps 375 and 385) . If 
the last symbol is consumed and no leaf has been reached (i.e., no 
match found) then the search ends (process step 380) . 

[072] As noted, a search ends when either all symbols are 
consumed or when a leaf in trie tree lookup tables 260 is reached. 

The result from the Nth stage of trie tree lookup tables 260 may 
be a branch or a leaf. A branch leads to another search table in 
the next stage. A leaf leads to either an address pointer to an 
entry in forwarding tables 270 or an invalid search result (No 
Match) indicating that the search string is not known. The subnet 
mask is used when constructing the tables to define the leaf 
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locations. A status is generated giving the number of nibbles in 
the longest match. 

[073] A flag or a special lookup value (e.g., -1 or may 
be used to indicate an unknown entry. A flag may be used to 
indicate whether a table entry is a branch or a leaf. This flag 
may be incorporated into the normal table entry (e.g., it possible 
to start all branches on even byte boundaries and all leafs on odd 
byte boundaries) . An alternate embodiment may divide the address 
space between tree tables and forwarding table entries and use 
upper address bits to distinguish between them. In another 
embodiment, flags may be included in each lookup table to indicate 
whether each lookup entry is a leaf or a branch. An advantageous 
embodiment of the present invention adds another item to each 
lookup table that includes one flag for each lookup table entry. 
The lookup table in each stage of trie tree lookup tables 260 has 
16 flags. 

[074] In the exemplary embodiment, the address width is 32 bits 
and nibbles (4 bits) are used for symbols. Thus, the CAM 250 
lookup results in a 32 -bit address pointer that points to the start 
of a trie tree in trie tree lookup tables 2 60 or to an entry in 
forwarding tables 270. For MPLS data packets, the CAM 250 result 
points to an entry in forwarding tables 270 or indicates an unknown 
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entry ("No Match") . For IPv4 data packets, there are 16 address 
bits that are not consumed by CAM 250, so up to another four 
symbols must be processed in trie tree lookup tables 260. For IPv6 
data packets, there are 112 address bits that are not consumed by 
CAM 250, so up to another 28 symbols must be processed in trie tree 
lookup tables 260. As explained above, searches for IPv4 and IPv6 
data packets terminate: 1) after consumption of all bits; 2) at an 
early leaf node determined by the subnet mask that contains a 
forwarding table entry; or 3) when an undefined entry is reached 
indicating No Match. Since a nibble can have sixteen values, the 
Nth stage of trie tree lookup tables 260 has 16 entries for each 
lookup table indexed by an address pointer from the previous stage. 

[075] Advantageously, the present invention uses only a small 
amount of CAM, so that the power consumption and expense are kept 
within practical limits. Use of CAM 250 for the first stage lookup 
eliminates the need to pre-initialize the table with invalid search 
entries and reduces the memory utilization of the first stage 
lookup. The search table sizes are kept under control and the 
required lookup speeds are achieved by the combination of hashing, 
digital search trees, and pipelining. 

[076] The unification of the routing of mixed packet types, 
such as IPv4, IPv6, and MPLS, leads to reduced hardware and memory 

DOCUMENT: SAMS01-00347 - 33 - 



DOCKET NO. 2004. 03. 001. BNO PATENT 

requirements compared to previous methods that used separate 
forwarding engines and forwarding processes with independent 
forwarding tables for each packet type. This method of unification 
of mixed packet types and CoS based forwarding is scalable to 
higher data rates than the prior art because it is not limited by 
the performance and expense of existing classification engines. 

[077] As noted above, the description of FIGURE 3 above assumed 
that consecutive symbols tables 264 were not implemented in router 
100. However, the description of FIGURES 4 and 5 below assumes 
that consecutive symbols tables 2 64 are implemented. 

[078] FIGURE 4 illustrates selected portions of routing table 
search circuit 200, including consecutive symbols tables 264, in 
greater detail according to an exemplary embodiment of the present 
invention. In FIGURE 4, microengine 401 in a route processing 
module (RPM) of router 100 examines M-bit symbols in an address. 
In the illustrated example, it shall be assumed that an IPv6 
address is being looked up. It shall also be assumed that a 4 -bit 
symbol size is being used. However, those skilled in the art will 
recognize that this is by way of example only and that other 
address types and other symbol sizes may be used. 

[079] It also shall be assumed that each stage of IPv6 trie 
tree lookup tables 262 is associated with dedicated consecutive 
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symbols tables 264. Consecutive symbols tables 264 may comprise a 
consecutive symbol lookup table for each possible symbol value. To 
reduce memory utilization, only the consecutive symbols tables 
required by known routes are constructed and the pointers to 
consecutive symbols tables not constructed are set to invalid 
routes. Thus, in the exemplary embodiment in which 4 -bit symbols 
are used, consecutive symbols tables 264 comprise up to sixteen 

(16) separate consecutive symbols tables. 

[080] Logical blocks 410, 420, 430, 440 and 450 represent 
operations performed by microengine 401. In Logical block 410, 
microengine 401 receives either an address pointer (AP) from CAM 
250 or receives an address pointer (AP) from the Trie Tree Stage 

(i-1) of IPv6 trie tree lookup tables 262. Microengine 401 
prefetches and examines the address bits (i.e., 4-bit symbols) for 
the Trie Tree Stage (i) , Trie Tree Stage (i + 1) , Trie Tree Stage 

(i+2) , Trie Tree Stage (i+3) , and so forth. It is not necessary 
for microengine 4 01 to retain the values of more than two symbols 
at one time, although many symbols may be used in the search, since 
no process step requires more than two distinct symbol values. 
Counts of runs of identical symbols are made and only the symbol 
value and count are needed for the lookup. Microengine 401 

n 
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compares the 4 -bits symbols (S) and makes the following 
determinations : 

1) The symbol Si for Trie Tree Stage (i) does not equal the 
symbol Si-i for the previous Trie Tree Stage (i-1) . Alternatively, 
microengine 401 determines that the received AP is from CAM 250 and 
that this is Trie Tree Stage 1 (i.e., no previous trie tree stage). 

2) The symbol Si for Trie Tree Stage (i) does not equal the 
symbol Si+i for the next Trie Tree Stage (i + 1) . 

3) Since symbol Si for Trie Tree Stage (i) is not the start of 
a consecutive symbol string, consecutive symbols tables 264 will be 
ignored and IPv6 trie tree lookup tables 262 will be searched. 

4) Symbols Si+i, Si +2 , Si +3 , and Si +4 are the same. Symbol Si+ 5 is 
different. Thus, a string of four consecutive identical symbols 
(n=4) has been encountered, starting with symbol Si+i and Trie Tree 
Stage (i+1) . 

[081] The address pointer AP from CAM 250, or Trie Tree Stage 
(i-1) , points to the top of the lookup table in Trie Tree Stage 
(i) . Microengine 401 adds the value of symbol Si to the address 
pointer AP (i.e., AP+Si) to index into the first 2 m = 16 entries in 
the top half of Trie Tree Stage (i) . The consecutive symbols 
tables pointers in the 16 entries in the bottom half of Trie Tree 
Stage (i) are ignored. 
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[082] In Logical block 420, microengine 401 retrieves from Trie 
Tree Stage (i) the address pointer, AP[Si], indexed by symbol Si. 
However, since symbol Si+i is the start of a sequence of consecutive 
symbols, microengine 401 indexes into the bottom half of Trie Tree 
Stage (i+1) . To accomplish this, microengine 401 sets AP = AP [Si] . 
Next, microengine 4 01 adds 2 m and the value of symbol Si+i to AP 
(i.e., AP+2 m +Si +1 ) . For example, if m=4 and the repeating symbols 
Si+i, Si +2/ Si +3 , and Si +4 are each equal to [0000] , then the value 
[AP+2 4 +S i+:L ] is equal to [AP+16+0000] . Since the value AP points to 
the top of Trie Tree Stage (i+1) , the value [AP+16] points to the 
first entry in the bottom half of Trie Tree Stage (i+1) , namely the 
Consecutive 0 Symbols pointer (i.e., CS [00] Pointer). 

[083] The Consecutive 0 Symbols pointer, CS [00] Pointer, is an 
address pointer that points to the top of the Consecutive 0s Table 
corresponding to Trie Tree Stage (i+1) in consecutive symbols 
tables 264. In Logical block 430, microengine 401 reads the value 
of CS[00] Pointer. Since the number of repeating symbols is 4 
(i.e., n=4) , microengine 401 subtracts 2 from the value of n (i.e., 
n=n-2) and adds n to the value of CS[00] Pointer. Subtracting 2 
implicitly acknowledges that there are no strings of 0 or 1 
consecutive symbols - the shortest possible sequence is two 
consecutive symbols . 
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[084] Thus, the first entry (address 0) in the Consecutive 0s 
Table is an address pointer (AP) that corresponds to 2 consecutive 
0 symbols (i.e., AP[00]). The second entry (address 1) in the 
Consecutive 0s Table is an address pointer (AP) that corresponds to 
3 consecutive 0 symbols (i.e., AP[000]). The third entry (address 
2) in the Consecutive 0s Table is an address pointer (AP) that 
corresponds to 4 consecutive 0 symbols (i.e., AP[000]). The last 
entry (address R-l) in the Consecutive 0s Table is an address 
pointer (AP) that corresponds to R consecutive 0 symbols (i.e., 

AP[00 0] ) , where R is the maximum number of consecutive symbols 

that may be compressed in consecutive symbols tables 264. 

[085] In Logical block 440, microengine 401 retrieves the 
address pointer AP[0000] from the Consecutive 0s Table for Trie 
Tree Stage (i+1) in consecutive symbols tables 264. It should be 
noted that address pointer AP[0000] may point to an entry in 
forwarding tables 270 (i.e., a leaf) or may point to another Trie 
Tree Stage in IPv6 trie tree lookup tables 262 (i.e., a branch). 
In the illustrated example, address pointer AP[0000] points to the 
top of Trie Tree Stage (i+5) in lookup tables 262. Thus, three 
Trie Tree Stages corresponding to the consecutive symbols are 
skipped. 



DOCUMENT: SAMS01-00347 



- 38 - 



DOCKET NO. 2004. 03. 001. BNO PATENT 

[086] Next, microengine 401 sets AP=AP[0000] and adds the next 
non-consecutive symbol, Si +5 , to AP (i.e., AP = AP+Si +5 ) . In Logical 
block 450, microengine 401 retrieves the search result (i.e., 
address pointer) from Trie Tree Stage (i + 5) . In the illustrated 
example, a leaf is reached and the search result is an address 
pointer pointing to an entry in forwarding table (FT) 270. 

[087] FIGURE 5 depicts flow diagram 500, which illustrates the 
operation of routing table search circuit 200, including 
consecutive symbols tables 264, according to the principles of the 
present invention. Initially, the 24-bit search key is used to 
perform the first stage lookup in CAM 250 (process step 501) . For 
an invalid address, no match is found in CAM 250 and the search 
ends (process steps 502 and 503) . 

[088] For a valid MPLS address, or an IPv4 or IPv6 subnet whose 
length is less than or equal to sixteen, the output of CAM 250 is 
an address pointer that indexes directly into a table entry in MPLS 
forwarding table 273, IPv4 forwarding table 271, or IPv6 forwarding 
table 272 in forwarding tables 270 (process steps 504 and 505) . 
Otherwise, the output (search result) of CAM 250 is an address 
pointer pointing to the first stage (i=l) of trie tree lookup 
tables 260 (process steps 504 and 506) . The width of the CAM 
result must be at least as wide as the width of the address of the 
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table space and for efficiency typically will be the same as the 
table address width. Each unique CAM result points to a different 
tree structure in trie tree lookup tables 260. 

[089] The next two symbols, SI and S2 , are read (process steps 
507 and 508) . Routing table search circuit 200 then determines if 
SI and S2 are the same to see if consecutive identical symbols have 
occurred (process step 509) . If the symbols are not the same, the 
output of CAM 2 50 and the first 4 -bit symbol, SI, are added to form 
an index into the first stage of trie tree lookup tables 260 and 
the entry is read (process step 511) . If the entry read in process 
step 511 is for an invalid address, no match is found in the first 
stage of trie tree lookup tables 260 and the search ends (process 
steps 512 and 513) . If the entry read in process step 511 is a 
leaf associated with a valid IPv4 or IPv6 address, then the output 
of the first stage of trie tree lookup tables 260 is an address 
pointer that indexes a table entry in either IPv4 forwarding table 
271 or IPv6 forwarding table 272 in forwarding tables 270 (process 
steps 514 and 515) . 

[090] If the entry read in process step 511 points to a branch 
in trie tree lookup tables 260, then the output of the first stage 
of trie tree lookup tables 2 60 is an address pointer that indexes 
another lookup table in the second stage of trie tree tables 260. 
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At this point, the search performed in the first stage is repeated 
in the second stage and each subsequent stage until the last 4 -bit 
symbol of the address is consumed (process steps 516 and 518) . For 
the purpose of detecting repeating consecutive symbols, the second 
symbol S2 is now treated as the new first symbol (process step 
519) . If the last symbol is consumed and no leaf has been reached 
(i.e., no match found) then the search ends (process step 517). 

[091] If in process step 509, routing table search circuit 200 
determined that the first two symbols SI and S2 were the same, then 
the output of CAM 250, the first 4 -bit symbol, SI, and the value 2 m 
are added to form an index into the bottom half of trie tree lookup 
tables 260 and the entry is read (process step 521) . If the entry 
in the bottom half of the trie tree lookup stage is not valid, then 
there are no routes traversing this path and the search ends 
(process steps 522 and 523) . If the entry in the bottom half of 
the trie tree lookup stage is valid, the entry is an address 
pointer pointing to a valid consecutive symbols table associated 
with the value of SI and S2 (process step 524) . 

[092] At this point, routing table search circuit 200 
determines how many consecutive symbols (in addition to SI and S2) 
are in the sequence. A counter is initialized to 0 (process step 
526) . If the end of an IPv4 or IPv6 address is reached, then the 
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last symbol has been reached and the routing table search circuit 
200 adds the value of the counter (i.e., 0 on the first pass) to 
the address pointer retrieved from the bottom half of the trie tree 
lookup stage and reads the search result from the selected 
consecutive symbols table for SI and S2 (process steps 526 and 
532) . The operation then returns to process step 512 to evaluate 
the search result . 

[093] If the next symbol (S3) is the same as SI and S2, routing 
table search circuit 2 00 continues to compare successive symbols 
until either a last identical symbol is detected or the number of 
identical consecutive symbols equals a Maximum Count threshold 
value (process steps 526, 527, 528, 529, 530 and 531) . Each pass 
through process steps 526-531 increments the value of Count. When 
a non- identical symbol is finally reached, routing table search 
circuit 2 00 adds the value of Count to the address pointer 
retrieved from the bottom half of the trie tree lookup stage and 
reads the search result from the selected consecutive symbols table 
(process steps 529 and 532) . 

[094] The embodiment of the invention illustrated and explained 
in FIGURE 4 is able to detect consecutive strings of more than one 
type of symbol. Hence, consecutive symbols tables 264 comprises 
consecutive symbols tables for consecutive 0s, consecutive Is, 
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consecutive 2s, and so forth, up to consecutive Fs . Because of 
this, the bottom half of each trie tree stage is used as an 
intermediate table that stores address pointers that point to the 
correct consecutive symbols table. The value of the repeating 
symbol is used to select the correct consecutive symbols table. 

[095] However, the structure in FIGURE 4 may be simplified if 
it is desired to detect only one type of repeating symbol. For 
example, it may be desired to detect only strings of consecutive 
zeros in IPv4 or IPv6 addresses. Since only one type of repeating 
symbol is being detected, consecutive symbols tables 264 actually 
comprise only Consecutive 0 Symbols tables. Instead of being 
implemented in a logically separate consecutive symbols tables 264, 
the Consecutive 0 Symbols tables may be integrated into IPv4 trie 
tree lookup tables 261 and IPv6 trie tree lookup tables 262 by 
storing the address pointers AP[00], AP[000], AP[0000], . . ., 
AP[00...0], in the bottom halves of the trie tree stages. 

[096] In such an embodiment, when microengine 401 determines 
that SI and SI are both [0000] , microengine 401 indexes into the 
bottom half of the trie tree stage by calculating the address value 
AP + 2 m + n-2, where AP is the address pointer from the previous 
stage, m is the symbol size (i.e., m=4 in this example), and n is 
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the number of consecutive 0 symbols, thus saving the intermediate 
table lookup. 

[097] Although the present invention has been described with an 
exemplary embodiment, various changes and modifications may be 
suggested to one skilled in the art. It is intended that the 
present invention encompass such changes and modifications as fall 
within the scope of the appended claims. 
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